
In addition to any other restrictions set forth in the Terms, to ensure the integrity of the Service, 
in the course of using the Service, Licensee and Authorized Users shall not:  
 

1. Make unauthorized copies of copyrighted materials or use copyrighted materials other 
than as provided in the Terms. 

2. Access data, servers or accounts for any purpose other than those contemplated by the 
Terms.  

3. Provide the Service to or access the Service for the benefit of an entity subject to 
economic sanctions in the United States, European Union, or United Kingdom.  

4. Introduce malicious programs (e.g. viruses, worms, Trojan Horses, etc.) into the Service 
or API. 

5. Allow others to use your account or disclose user credentials. 
6. Circumvent user authentication procedures.  
7. Cause security breaches or disruptions in network communications. 
8. Except to the extent inextricable from other information due to the nature of blockchain 

technology, provide any information that, alone or in combination with other information 
provided to Chainalysis could be used to identify an individual in violation of relevant 
data privacy laws. 

 
 


